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What is
generative Al?
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Working with
generative Al

« Text, image, other media, and multi-
modal models

« Summarization, analogies, translation
and localization, personalization, with
long memory and conversational
capabilities
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A study found office workers using Al

assistant Claude were 35.7% more

productive, produced higher quali :
Un estudio descubrid que los trabajadores

and made more confident decis

to Claude's data analysis and ins

Researchers concluded integrati
generative Al like Claude could

IhAaact vwinvbnlaca ~Afficianvs AnAd

ALC)

de oficina que utilizaban el asistente de IA
Claude eran un 35,7% mas productivos,
producian trabajo de mayor calidad y
tomaban decisiones mas seguras gracias al
analisis de datos y las perspectivas de
Claude. Los investigadores concluyeron
que integrar la IA generativa como Claude
podria aumentar enormemente la
eficiencia y la toma de decisiones en el




Image Examples

IMAGE GENERATION, TRANSFORMATION, UPSCALING

Image transformation

Generated by Stable Diffusion 2.0 Upscaling
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Generating new video content

Open Source pro
ControlVideo (May 202

-

A swan
moving—»
in a lake

A charming flamingo gracefully wanders in the calm water.

o
ControlNet —*

Temporal
Extension

A swan
moving —,
in a lake : : : BE = = A =
Prompt: "A sleek boat Prompt: "James Bond
glides effortlessly moonwalk on the
through the shimmering  beach, animation style"

river, Van Gogh style"
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I Where does Generative Al fit?

Artificial intelligence (Al)

Any technique that allows computers to mimic human intelligence using logic,
if-then statements, and machine learning

\_) E%} Machine learning (ML)

A subset of Al that uses machines to search for patterns in data to build logic
models automatically

‘ 4« Deep learning (DL)
gz A subset of ML composed of deeply multi-layered neural networks that

perform tasks like speech and image recognition

{: Generative Al
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How does a foundation model function?

</> —) Text generation
—= @ —)» Text summarization
{3
@ —) Information extraction
-E_B nnnnnnnnn % ) \\O .
= _ 5| Pretrain Adapt —)» Image generation
2 R, o
L"t:B j —> Chatbot
Sl =y — °
m— —» Question answering
Unlabeled data Foundation model Broad range of general tasks
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LLM use cases

ees), |
&
Improves customer
experience

« Chatbots
- (Call analytics

« Agent assist

=
il

Boosts employee
productivity

Conversational
assist

Code generation

Automated report
generation

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N

j
Enhances creativity
and content creation

Marketing
Sales
Product development

Media and
entertainment

News generation

%0s®

Accelerates process
optimization

« Document
processing

« Fraud detection

« Supply-chain
optimization



Prompt engineering
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Prompt engineering, new way of using ML!

Foundation
Models aa
~
Input
PR P < Data + Task

Output




Elements of the prompt example

Instructions
and
output indicator

Context /

Input data me—)

aws
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Prompt

Output

Write a summary of a service review using two sentences.

Store: Online
Service: Shipping

Review: Amazon Prime Student is a great option for students looking
to save money. Not paying for shipping is the biggest save in my
opinion. As a working mom of three who is also a student, it saves me
tons of time with free 2-day shipping, and | get things | need quickly
and sometimes as early as the next day, while enjoying all the free
streaming services and books that a regular Prime membership has to
offer for half the price. Amazon Prime Student is only available for
college students, and it offers so many things to help make college life
easier. This is why Amazon Prime is the no-brainer that | use to order
my school supplies, my clothes, and even to watch movies in between
classes. | think Amazon Prime Student is a great investment for all
college students.

Summary:

Amazon Prime Student
is a fantastic option for
college students,
offering free 2-day
shipping, streaming
services, books, and
other benefits for half
the price of a reqgular
Prime membership. It
saves time and money,
making college life
easier.
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Best practices for designing effective prompts

Be clear and Include context

concise
Start with a Provide example
question responses
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Use directives

£

Break up
complex tasks

1y

Include output

1%

Experiment
and be creative
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Prompting Techniques

@165

Few-shot Prompting

In context learning with 0
or more demonstrations

Zero-shot Prompting

Tuned to follow instructions
such as sentiment

3

O
O
O

b

Tree of Thoughts

Complex for exploration of
chain of thoughts

iR
&

General Knowledge

Incorporate knowledge to
help the model for accuracy
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Role

Task

Background and objective
Variations

Guidelines

Examples (3-5)

Latest information

Chain of thought



Prompt Engineering

C‘ You are a personal assistant. You are friendly,
polite and casual. You help with..

“You are a classifying agent that filters user
inputs into categories. Your job 1is to sort
these inputs before they are passed along to
our function calling agent. The purpose of our
function calling agent is to call functions 1in
order to answer user's questions.
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Prompt Engineering

66

The user input is between the

<question></question> XML tags:
guestion

What 1is the weather in Oslo right now?
question
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Which prompt follows prompting best practices?

INCLUDE CONTEXT IF NEEDED

Prompt 1

Summarize this article:
[insert article text]

or

Prompt 2

Provide a summary of this
article to be used in a blog post:
[insert article text]
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Which prompt follows prompting best practices?

INCLUDE CONTEXT IF NEEDED

Prompt 1

Summarize this article:
[insert article text]
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or

Prompt 2

Provide a summary of this
article to be used in a blog post:
[insert article text]
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Which prompt follows prompting best practices?

PROVIDE AN EXAMPLE RESPONSE

Prompt 1 Prompt 2
Determine the sentiment of Determine the sentiment of the
this Social media post: "[insert fOllOWing SOCial media pOSt USing
" these examples:

post] or
post: “great pen” // Positive
post: “I hate when my phone battery
dies” // Negative
“[insert post]” //

aws © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. 19
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Which prompt follows prompting best practices?

PROVIDE AN EXAMPLE RESPONSE

Prompt 1 Prompt 2
Determine the sentiment of Determine the sentiment of the
this Social media post: "[insert fOllOWing SOCial mEdia pOSt USing
" these examples:

post] or
post: “great pen” // Positive
post: “I hate when my phone battery
dies” // Negative
“[insert post]” //
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Challenges with LLMs

Lack of Domain Temporal
Knowledge Unawareness

Lack of Proprietary

Model hallucination Knowledge
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Training Data
Cut-off Date

Privacy and Security
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Customizing foundation models




Common approaches for customizing
foundation models (FMs)

Augment knowledge
without changing
pre-trained model

weights

Prompt
Engineering

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserve
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Retrieval
Augmented
Generation

(RAG)

Train FM
from scratch

Fine-tuning

Coherence / context learning

Complexity,
Quality,
Cost,

Time
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What is Retrieval Augmented Generation?

aws

N

NI/

Retrieval

Fetches the relevant
content from the
external knowledge base
or data sources based on
a user query

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Augmentation

Adding the retrieved
relevant context to the
user prompt, which goes
as an input to the
foundation model

Generation

Response from the
foundation model based
on the augmented
prompt.
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How RAG works

Text
generation
workflow

User input

User ‘
Embeddings %

model

Embedding [Y:D (4]

Prompt
augmentation

Large language

e Response

Data
ingestion
workflow

Semantic
search
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Vector store

Embeddings model

S

Document store
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Generative Al Stack

APPLICATIONS THAT LEVERAGE LLMs AND OTHER FMs

........................................................................................................................

Amazon Q @ Amazon Q Amazon Q in @ Amazon Q in
Business Developer QuickSight Connect

TOOLS TO BUILD WITH LLMs AND OTHER FMs

ég% Amazon Bedrock

Guardrails | Agents | Studio | Customization Capabilities | Custom Model Import

INFRASTRUCTURE FOR FM TRAINING AND INFERENCE

Ub GPUs I'_%} Trainium L.&} Inferentia SageMaker
g

@ UltraClusters UD EFA @ EC2 Capacity Blocks Er Nitro Neuron
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Generative Al in cyber security
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>



Three Ways to think about generative Al + security

A

Security of
generative Al

How do | secure my
business applications
that leverage
generative Al?
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Generative Al
for security

How can | use generative Al
to minimize vulnerabilities,
threats, and risks?

ZA\

Security from generative
Al-powered threats

How can | protect against threat
actors using generative Al?

28



Potential sources of Al-powered threat

A NON-EXHAUSTIVE LIST

A \~t~/ Mo
2 @ & (@

~ - & 7~ \
Denial of Service App Vulnerabilities Good Bots Bad Bots
SYN Floods SQL Injection Search Engine Crawling Comment Spam
Reflection Attacks Cross-site Scripting (XSS) Website Health Monitoring SEO Spam
Web Request Floods OWASP Top 10 Vulnerability Scanning Fraud
Common Vulnerabilities and Account Takeover

Exposures (CVE)
Privilege Escalation
Data Exfiltration

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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The OWASP® Top for 10 Large Language Models
(LLMs)

Source: https.//owasp.org/www-project-top- 10-for-large-language-model-applications/
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There's no silver bullet solution
with cyber security, a layered
defense is the only viable
defense.

James Scott

Institute for Critical Infrastructure Technology
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depth security

-In-

Defense
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AWS generative Al and security integrated together

FOUNDATIONAL AWS SECURITY + ADDITIONAL SECURITY FEATURES OF GENERATIVE Al SERVICES

AWS Generative Al Services % E(%—%} @ @ @

Amazon Amazon Amazon Q Amazon Q Amazon
Bedrock SageMaker Business Developer CodeGuru Security

o 2 o N4 v
—o
O ] SR, —al.
; ® X 555
AWS AWS Amazon AWS AWS AWS AWS Audit
Security Hub KMS GuardDuty Shield WAF "F‘_EtWOI‘lll( Manager
i H Advanced irewa
AWS Security, Identity &
Compliance Services ‘ /
v D
AN @ % @ 7 9
\Z
o B S [@} Q k54
Amazon Amazon Amazon AWS IAM AWS IAM Amazon AWS Artifact Aws Signer
Macie Inspector Detective Identity Access Verified
Center Analyzer Permissions

[}

AWS Cloud Ops, P C@ 6\\@ ﬂ'{lé g@ °<>° @ @

Networking, and Storage

AWS Amazon AWS Systems AWS AWS AWS Well- AWS Amazon AWS Amazon AWS
CloudTrail CloudWatch Manager Config Trusted Architected Verified VPC PrivateLink S3 Object Backup
Advisor Tool Access Lock
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- How to get started
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AWS Cloud Clubs - Generative Al Festival

aWS COMMUNITY Q search for content M Login

(@ Home
() Tags

& Featured Spaces
Amazon Q Wherever you are in your learning journey, find events, @ ol
Cost Optimization community, and skill development opportunities with AWS :

Academic Advocacy. On the way, discover the vibrant AWS

student communities that are AWS Cloud Clubs, led by AWS

student Captains worldwide.

Meet the Team!

Students, Power Up with AWS! Wo.¥

studentst

DevOps
Generative Al
Kubernetes
Livestreams

Resilience

Week 2 of the Global Generative Al Festival: Snap Q Developer
Training and Certification

Did you miss a week? Don't worry: all the clues are in the submission form

Community Programs
This week, you get to give Q Developer a try. Try it for free in the IDE of your choice, take a
AWS Heroes screenshot, and write a short blog about what you tried on the open blog platform of your
choice.

AWS Community Bullders Step 1: Build something cool with Q Developer and write a blogpost about it! Don't forget Clowd
to include the screenshot in your blogpost. Not sure what to write? Check out this example
AWS User Groups

[ .
Step 2: Fill in the second challenge of the month in this form by giving us the link to your m
Student Communities blogpost (yes, we'll read it!)
festival

Step 3: Keep the form handy until the end of August, when you can submit it for a chance to|

= win a box of swag!
i E Challenge Week 2

Week 2: Snap Q Developer

https://community.aws/students

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Follow AWS Developers on LinkedIn

AWS Developers <7 Message ) =+ Follow

Home About Posts

AWS Developers + Follow
aws ;
- e

we®

Hey there, student Al enthusiasts! Get ready for the first exciting challenge of the
Generative Al Festival that's going to test your #generativeAl knowledge!

How to participate:

1. Download the crossword puzzle from /£ https://go.aws/3YszCDP

2. Fillin those clues with your genAl knowledge.

3. When you've completed the crossword, visit 47 https://go.aws/3YpycKb to
enter your solution to the first Challenge. Keep this form handy through August.

& This week, it's all about putting your problem-solving skills to the test via a
crossword puzzle challenge. But wait, this isn't just any ordinary crossword puzzle
- it's a specially crafted one that will give you a solid understanding of the
vocabulary surrounding genAl. So brace yourselves for a brain-teasing

adventure!

% This crossword puzzle is no walk in the park, folks! It's designed to challenge

you! But don't let that discourage you! Who knows, you might even discover some
new terminology or concepts along the way.

Remember, the real victory lies in the journey itself. So, enjoy the process, and
have fun.

Challenge Week 1

https://www.linkedin.com/showcase/aws-developers

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Fundamentals of Generative
for Beginners _ -

5
p
‘o i
| A o
| ——— A
=3 w B -l
ok
L v (LB
| <% A ol BRI P e !
/ Tk
|
' e Voo 4
4 e
f = -
ir
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PartyRock - Try out, create, and share generative Al apps

A free service that allows you to create generative Al apps powered by Amazon Bedrock without
coding (" No AWS account required, free usage up to a certain limit)

https://partyrock.aws/ « A '"playground" where you can just type a prompt to
generate Al applications and share them with others.

PartyRock My Apps

Everyone can build : :
PartyRock Al agps * No account needed. You can instantly register as a
' user and start using the service just by having the
following ID.
‘ : ——— * Google
Generate a 5-7-5 syllable haiku poem and a visual ° Apple ID
i . Moo
Podcast Generator ﬁ::::atec‘ ®
* You can combine and use the following with
Snowflakes falling down .
L L widgets:

* User input
« Static text
« Chatbot (by Foundation Model)

Data sharing with AWS can be » Text generation (by Foundation Model)
opted out of upon request. » Image generation (by Foundation Model)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. 38
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https://partyrock.aws/

PartyRock — The “widget” feature of generative Al apps

The application's Ul allows placing 5 types of widgets. Based on user input, static text,
etc., it is possible to invoke the underlying model.

User Input =

| am a cat. | have no name. Where | was born, | have no idea. All | remember

is mewing piteously in a dilapidated place somewhere. This is where my Welcome to PartyRock!
story begins, when | first encountered a human being. Moreover, | later

heard that this human belonged to the worst tribe of all - a destitute

samurai. This destitute samurai would occasionally catch us cats and boil Please feel free to bring your ideas to life here.
us to eat, or so | heard. However, | had no concept of such things back then,

so | did not feel particularly afraid. When he picked me up in a cloth bag, |

simply felt floaty. Looking at the destitute samurai's face calmly from atop

the bag, | believe that was my first glimpse of a human being. | remember

even now the feeling that this must be quite an important creature. Most

strikingly, the face that should have been covered in fur was instead stark

naked. Not only that, but the middle part jutted out in a most unnatural

way. And smoke occasionally puffed out of the hole in that protrusion. It LR

3. Static Text

Image Generation Thanks for sharing that text with me. Let's discuss it!

% What is the cat's name?

4. Chatbot

The text mentions that the cat narrating the story has no
name. Specifically, it says: "I am a cat. I have no name." E:J
So unfortunately the cat's name is not provided.

2. Image Generation _ L

Here is a summary of the key points from the text:

The narrator is a cat with no name or known place of birth.
The cat's story begins when it first encounters a human, who is a
destitute samurai.

5. Text Generation

The destitute samurai would sometimes catch and eat cats.
When the samurai picks up the cat in a cloth bag, the cat feels floaty
but not afraid as it looks at the samurai's naked, protruding face.

Later, the cat becomes dizzy in the bag as the samurai writes.

There is an explosion and fire at the train station.

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Reimagines the experience across the entire
A m a zo n Q software delivery lifecycle

Developer

Helps developers and IT professionals build and manage
secure, scalable, and highly available applications

Helps you write, debug, test, optimize, and
upgrade your code faster

Converses with you to explore new AWS capabilities,
learn unfamiliar technologies, and architect solutions

ivacy in mind from the start, making it
use generative Al safely.

https://aws.amazon.com/q/developer/
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Amazon Q is available where you do your work

\\ ! 7 Q/ \/ 5:“ —
4 '-k C p) —
AWS Consoles IDEs AWS Documentation
O OO0 D
AWS Console Slack and Teams Amazon
Mobile App (via AWS Chatbot) CodeCatalyst
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Thank you!

Du’'An Lightfoot

Socials: @labeveryday
Email: duanlig@amazon.com
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